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Fault injection

External stimulus that causes undefined behaviour

1. Clock glitching

2. Voltage glitching

3. EMI/RF glitching

4. Laser glitching
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Stm32 UART bootloader



Stm32 UART bootloader



NRF52 APPROTECT bypass

Internal 1.1V voltage regulator



NRF52 APPROTECT bypass



NRF52 APPROTECT bypass



Target

NRF52840 SuperMini dev board



Target

NRF52840 SuperMini dev board



Hardware

Direct MOSFET connection



Hardware

ChipWhisperer



Hardware

Picoglitcher



Xbox One north bridge glitch
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Q&A

Thank you for your attention.
Let’s get glitching!


